Setting Up a Wireless Network

A CIS Presents Hands-On Activity

Step 1 – Determine your goals


●How many computers?


●What kind of Internet connection?


●What operating system(s)?

Step 2 – Plan your network

●Invent a name for your network 


Short


No spaces

____________________________

●Invent a password for your router


Short


No spaces


Different from network name

____________________________

●Must have at least one machine with a wired connection


●Location of router


Higher is better



Closer is better

Watch out for interference (like 2.4 GHz phones, microwave ovens, Bluetooth networks, etc.)

●Hardware



Wired compatibility



Wireless compatibility

Step 3 – Build your network

●Check Internet connection – connect computer directly to Internet & make sure it works

●Power off everything
●Start small – one machine wired to router (LAN port). Be careful, there are 4 LAN ports and 1 WAN port.
●Power up the router, wait a minute then start the computer

●On the computer, open the browser (IE or Firefox)


●Type in default IP address for the router

	Router
	Address
	Username
	Password

	3Com
	192.168.1.1
	admin
	admin

	Belkin
	192.168.2.1
	admin
	

	D-Link
	192.168.0.1
	admin
	

	Linksys
	192.168.1.1
	admin
	admin

	Netgear
	192.168.1.1
	admin
	password


●Login to the router using the username admin and the password for the router you are using from the table above
On all of the routers the following items need to be checked or set. They are located in different places on each brand of router and my have slightly different names. Some are much harder to find than they should be. Explore the menus. Go down the list and find each item on your router. Check them off as you set them. If you have any difficulty, please ask for help!
Make sure you click change as you go along to save your changes!!
WAN setup (the WAN port connects the router to the Internet)
__Choose the WAN connection type (dynamic or automatic or DHCP depending upon how your router labels it) Note: most DSL connections use PPoP and require a username and password. Because you are connecting to Bentley’s system here, you do not need anything (similar to most cable TV Internet connections). At home you need to find out what type of connection you have to set this properly on the router. The Web page for your provider is often the best source of this information.
LAN setup

__Leave address for router as the default address

__Subnet mask should be 255.255.255.0


__Make sure the DHCP server settings are turned on

__Change any network or router names to the name you chose for your network. Do not fill in any HOST or DOMAIN names.
_leave MAC address set at default

General Settings
__Set  a new password for the router
__Set the time zone to Eastern Standard with Daylight Savings turned on.

__Disable remote management

Wireless Settings

__make sure the wireless radio in the router is turned on

__SSID should be set with the name of your network

__Make sure the SSID broadcast is turned ON

__Wireless mode depends upon the wireless cards in the machines you are connecting. In most case you are best to set it to both 802.11b and 802.11g (mixed)

__Set channel selection to automatic or default (most router companies set the default setting to channel 6 and automatic may not be an option)
Make sure you save your settings and exit from the setup screen. Now it’s time to try it out. Shut down the computer, then the router.
●Wire Router to Internet (WAN port) Only the WAN port will work for this so check carefully.
●Power up all three pieces of hardware but:

Order counts – power up modem first, router second and computer third giving each a minute to come on-line before starting the next.

●Open a browser on the computer and see if you have an Internet connection. If you do, move on to the next section. If not, stop, make sure all the cords are plugged in properly, do not change any hardware and go back to the bolded instruction “Type in default IP address for the router” and continue down the list but this time with the router connected to the Internet. 
Testing the Wireless Connection

●Leaving the first, wired computer connected, turn on the second computer with wireless only
On the second computer:

●Click the wireless icon on the notification bar to get a list of the wireless networks available.

●If your SSID is not on the list, go back into the router on the wired computer and check the SSID settings
●If your SSID is on the list, click on the network with your SSID and click the connect button at the bottom of the screen.

●Open a browser and go to an Internet site

●Any other wireless computers in the group can now be connected the same way. 

Setting Up Security on Your Network
Make all changes to the router through a wired connection, not a wireless connection! The following changes should be made in either the wireless settings or the security section of the router setup. You will need to use the password you set to get back into your router. I suggest you make these changes one at a time and then check to see that your wireless machine is still connecting. Many of these changes require a reboot of the router and the wireless computer(s) that connect to it.

1. Channel

Most of these routers have a default channel set. If you have multiple wireless networks operating in the same space it can sometimes help to choose a different channel. While there are 11 channels available, only three of them do not overlap with each other. Channels 1, 6 and 11 are the channels that do not overlap. Use NetStumbler to find out what networks are around you and what channels they are using. Then go into the router and change the channel to one that has the least interference. This should not require any rebooting. 
2. SSID Broadcast

This setting determines if the router advertises the fact that the router is available and transmitting. Changing this to not transmit gets you more safety than most of the other security settings combined. It does require a change on the wireless computers connection to your network however.

a. Turn off the wireless computer

b. Change the setting on the router

c. Power up the wireless computer and open the list of wireless networks available and you should not see your SSID listed anymore. Click on the stared item on the left side of the screen labeled “Change the order of preferred networks” Click the add button. Fill in the SSID name keeping in mind that the name is case sensitive. Make sure that the data encryption option on this screen is set to “disable”. Click OK at the bottom and click OK on the warning message that appears. Click OK on the wireless network properties box and you are set. See if you can now connect the computer to your network.
3. Encryption

Because a wireless network broadcasts everything through the air, anyone with a receiver can capture those transmissions; wireless networks are the most insecure way to network. A seemingly simple solution to this is to encrypt the transmissions so that although they can be captured, the data is unusable. Unfortunately, every encryption method built into today’s wireless routers can be broken. For the home user however, encryption does give some security. The price is that the network speed is somewhat slower and connecting becomes more complicated. For today’s exercise we will set up WEP on your network, the same as Bentley uses on its wireless routers. WPA is actually a more secure method of encryption but not all wireless cards have WPA capability.
a. Turn off the wireless computer

b. Change the setting on the router

i. Choose WEP as the security mode
ii. Make sure the transmit key is set to 1 (this is usually the default)

iii. Choose the 128 bit key

iv. Do not have the router generate the key (this is a utility that generates a key out of a phrase or word. Using a key that you determine will make connecting the machines you want to connect a lot easier.)

v. For the key use:
11bb22bb33bb44bb55bb66bb77

Note that this is hexadecimal and will work on any of the routers. Some require it to be put in 2 digits at a time but it does work.

vi. Save your settings

vii. Reboot the router

c. Power up the wireless computer and open the list of wireless networks available. Click on the stared item on the left side of the screen labeled “Change the order of preferred networks” Find your SSID on the list and single click it. Click the Properties button. Change that the Network Authentication option on this screen to “Open”. Change that the data encryption option on this screen to “WEP”. Uncheck “The key is provided for me automatically”. This will un-gray the Network Key and confirmation boxes. In both boxes type (carefully); 11bb22bb33bb44bb55bb66bb77    

Click OK at the bottom. Click OK on the wireless network properties box and you are set. See if you can now connect the computer to your network.

4. Limiting Connections

Another security utility built into many routers is the ability to limit machines connecting wireless to a list that you make. This list requires MAC addresses so you need to obtain the MAC address from any machine that you want to connect to your network. Unfortunately it is possible to spoof MAC addresses so this utility does not ensure security either. However if you set up and use both WEP/WPA and the MAC address filter you will stop all but the most skilled and determined hackers. This change does not require any modifications on the part of the wireless computer, just on the router.

 
On the Router
Find the settings for “wireless MAC filter” or “Access Control” (advanced wireless settings on Netgear). Activate the access control and use the “add” utility to put in the MAC addresses for the machines you want to have access. Once they are in, only the machines that have MAC addresses correctly entered into the list will be able to connect.
TROUBLESHOOTING

1. If something does not work, stop and think through the change you just made. Using common sense and simple logic will help you resolve all but the most frustrating problems.

2. Go back to the last place where things worked. Undo the last set of changes and see if you can get it working again. It doesn’t hurt to power everything down and then start up again, one device at a time. Order counts so make sure you start things in the proper order giving everything enough time to start before the next device is powered up.

3. Turn the SSID broadcast back on. If you are having issues, you want to be sure your router is broadcasting so turn the SSID broadcast back on. Your network should then show up on the list and be easier to find. This can be very helpful if you are having trouble getting encryption working.
4. There are manuals for all of these routers available on the Internet. Sometimes reading the manual can resolve issues that are confusing or where the manufacturer does things differently from other manufacturers.

5. Check your assumptions. Most network professionals will admit that the problems were easy to fix when they discovered that something they took for granted was not as they assumed. Check everything, and don’t miss the obvious. The last router problem that I worked on over the phone turned out to be a blown fuse on the outlet that the router was plugged into. It was not until I arrived on the scene that this became apparent.
6. Don’t be afraid to ask for help. Most of the router manufacturers have dial-up help in addition to help on their Web sites. 
